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Process Check and Unpermitted Resources

Common and Important

Virtual Machines

Parallels

VMware

VirtualBox

CVMCompiler

Windows Virtual PC

Python

Citrix

Screen/File Sharing/Saving

.exe File Name

VNC, VPN, RFS, P2P and SSH

Virtual Drives @ Dropbox.exe

@® Dropbox @® OneDrive.exe

@® OneDrive @ <name>.exe

@® Google Drive @® cic.

@® iCloud

@ etc.
Evernote / One Note @® Evernote_-——.exe

@ onenote.exe

Go To Meeting @ gotomeeting launcher.exe / gotomeeting.exe
TeamViewer @® TeamViewer.exe
Chrome Remote @® remoting_host.exe
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Messaging / Video (IM, IRC) /

Audio

Bonjour

ProctorJ

.exe File Name

Google Hangouts
(Screen Sharing)

(chrome.exe - shown as a tab)

Skype

SkypeC2CPNRSvc.exe

Music Streaming
(Spotify, Pandora, etc.)

@® Spotify.exe
@® PandoraService.exe

Steam

Steam.exe

Virtual Machines (VM)

ALL Processes

Screen / File Sharing / Messaging / Video (IM,

Saving IRC) / Audio

Virtual Box Splashtop Bonjour

@ iChat

@ iTunes

@ iPhoto

@® TiVo

@ SubEthaEdit

@ Contactizer,

@ Things

@ OmniFocuse
phpVirtualBox TeamViewer MobileMe
Parallels Sticky Notes Team Speak
VMware One Note Ventrilo
Windows Virtual PC Dropbox Sandboxd
QEM (Linux only) Chrome Remote iStumbler
HYPERBOX SkyDrive MSN Chat
Boot Camp (dual boot) | OneDrive Blackboard Chat

CVMCompiler

Google Drive

Yahoo Messenger

Office (Word, Excel,

etc.)

Skype
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2X Software Notepad Steam
AerooAdmin Paint Origin
AetherPal Go To Meeting Spotify
Ammyy Admin Jing Facebook Messenger
AnyDesk M4-Service Battle.net
(BeamYourScreen or
Mikogo)
Anyplace Control M4 Capture Aim
AnywhereTS Gyazo QQ Messenger
AppliDis Evernote G-chat
Apple Remote Desktop | iCloud Google Hangouts
(screen sharing)
Apple Screen Sharing IRC
(iChat)
BeAnywhere Support Vine
Express
Bomgar Proteus
Cendio ThinLinc Adium
Chicken of the VNC Fire
Chrome Remote Pidgin
Desktop
Citrix XenApp / Kopete
Presentation server /
MetaFrame / WinFrame
dualmon Trillian
EchoVNC ICQ
Ericom Connect XMPP (Jabber)
Ericom Blaze Pandora
Ericom AccessNow iHeartRadio
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Fog Creek Copilot

FreeRDP

Galinette cendrée

GO-Global

GoToMyPC

HOB HOBLink JWT

HOB HOB MacGate

I'm InTouch

ISL Light [5][6][7]

iTALC

IBM Director Remote
Control

KDE

LiteManager

MacHelpMate

Mikogo

NetSupport Manager

Newtviewer

NoMachine NX

OpenText Exceed
onDemand

Oracle Secure Global
Desktop Software /
Sun VDI

Proxy Networks

QVvD

rdesktop
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RealVNC Open

RealVNC

Radmin (Remote
Administrator)

Remote Desktop
Manager

Remote Desktop
Services / Terminal
Services

Remote Graphics
Software (RGS)

Remote Utilities

RHUB TurboMeeting

Royal TS [11]

ScreenConnect

SSH with X forwarding

Splashtop Remote

Sun Ray / SRSS

Symantec pcAnywhere

TeamViewer

Teradici

Techinline

Thinc

TigerVNC

TightVNC

Timbuktu

TurboVNC
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Ulteo Open Virtual
Desktop

UltraVNC

Vinagre

WebEXx

Winflector

XDMCP

Xpra

X11vnc

X2Go

x2vnc

X2x
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